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Across several eras in the age of data,
NetApp has led in data infrastructure innovation

!
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2002 Today

Data Silos & Hybrid Hybrid
Unification Cloud Multiclouds

NetApp becomes the first NetApp creates the first NetApp becomes the ONLY
vendor to unify file & block data fabric strategy that vendor to introduce cloud
workloads, and structured eliminates silos & provides ops and data services as
& unstructured data unified control across any key data infrastructure
environment pillars in addition to being

the only vendor natively
embedded in all major
clouds
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Data storage to meet every need - all powered by ONTAP

For lowest cost, For best price/ For best performance
secondary use cases performance On Tierl workloads
HYBRID FLASH CAPACITY FLASH PERFORMANCE FLASH
FAS AFF C-Series AFF A-Series

Block ASA C-Series AA A-Series

Comprehensive data management software delivering automation, efficiency,

data protection, and security capabilities for file, block, and object

/ (S aWs Bl Microsoft Google Cloud Q

W= Azure IBM Cloud
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Unified control across your hybrid multicloud

NetApp BlueXP

Unified control
of storage and services for
all your data wherever it lives

Powerful AlOps
drives operational simplicity

Flexible consumption of resources
unlocks control, investment protection,
and ROI

Integrated services
maximize data protection and cyber
resilience while minimizing costs

a

Google Cloud

Microsoft
Azure

adWws | =
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Backup and recovery

StorageGRID-SIMULAT.
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Delivering the speed, simplicity, and security
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nvironments

1 FSx for ONTAP (High-Availability)
0B Provisioned Capacity

3 On-Premises ONTAP
903 Gis Provisioned Capacity

1 Azure NetApp Files
0B Provisione d Capacity

Amazon S3
176 Buckets

1 E-Series
2.32TiB Capacity

1 StorageGRID
162.16 Gis Used Capacity

required in today’s highly complex world
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2%

In 2024, Ransomware affected 72% of organizations.
Source: Sophos "The State of Ransomware 2024”
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https://news.sophos.com/en-us/2024/04/30/the-state-of-ransomware-2024/
https://assets.sophos.com/X24WTUEQ/at/c949g7693gsnjh9rb9gr8/sophos-state-of-ransomware-2023-wp.pdf

Ransomware costs businesses millions annually

Sophos reports that 92% of companies that
pay don’t get their data back

M NetApp


https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/cyber-underwriters-premiums-surge-loss-ratios-improve-in-21-70247722
https://assets.sophos.com/X24WTUEQ/at/4zpw59pnkpxxnhfhgj9bxgj9/sophos-state-of-ransomware-2022-wp.pdf

Zero trust :
NetApp helps you design your protection and security solutions Perimeter Third-party ISV

from the inside out. Verify, never trust. integration

security

User
endpoints

» Multifactor

Applcations « Immutable data authentication
copies /! 7 ¢ * RBAC
» Secure backup II

 Efficient

replication I 1 )
* Air-gap copiesl : \ I | ' ( )—‘—I
Identify » Rapid recovery| \

Assess your data-protection and security posture \
Classify type of data, location, and permissions \

Protect
Block malicious data from being written to disk \

Create granular, immutable copies to thwart infection
Prevent data deletion with indelible data copies

Detect
Monitor user behavior for suspicious activity

Detect storage behavior anomalies

Respond . ici i ~ -
Initiate NetApp® Snapshot™ copies if an attack is identified Mahc!ous file = ———
blocking

Block malicious user accounts

/

 Data encryption

 Data classification

Recover - Storage anomal
Restore data in minutes and bring applications back online detec?ion y « User anomaly

Apply intelligent forensics to identify the source of the threat detection
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NetApp
Ransomware
Protection

1 Secure by design

2 Real-time detection & response

3 Single control plane to automate

4 Air-gapped cyber vaulting

5 Recovery guarantee




The most secure storage

I NetApp e planet




The only enterprise
storage validated for
top-secret data

Commercial Solutions for FIPS 140-2
Classified (CSfC)
Components List

M NetApp 10 2024 NetApp, Inc. All rights reserved.

DoDIN
APL

Department of Defense
Information Network
Approved Products List
(DoDIN APL)

Common Criteria

Visi y pp ts/for the latest lists of all certifications

df I fC Cnte ertmed products, Vi Slt
netapp.com/esg/ tttttttttttt /compliance /common-criteria/




BUILI-IN
RANSOMWARE
PROTECTION

Al-powered ransomware protection
embedded in our storage.
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Full-spectrum data protection built into ONTAP
Advanced data protection and security across your hybrid cloud

@ IDENTIFY & PROTECT

Policy Engine Immutable WORM Primary Data &
Tamper-Proof Snapshots

\

¥

,l

——,
v @ i

Prevent data destruction

@RESPOND &

Autonomous SnapRestore

RECOVER

Ransomware Protection

S

Automatically block with immutable and

known malicious file types indelible snapshots
P —— End-to-Endl Encryption Automatlcally_detect and Restore data in minutes
respond to file system from secure snapshots

anomalies in real-time —
built into ONTAP

<> LR

Block rogue admins Secure data access, Some words from our lawyers... No ransomware detection or prevention system can
e F A completely guarantee safety from a ransomware attack. While it's possible an attack might
and malicious users end-to-end go undetected, NetApp technology acts as an important additional layer of defense.
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Software Encryption with All Storage Efficiencies
Leverage software-based encryption and aggregate deduplication

NetApp Volume Encryption (NVE)
« Encrypt new or existing data without specialized
@ disks non-disruptively

* Non-disruptive enablement
« Zero-management encryption solution for data on disk

. » Unique encryption per volume

 FIPS 140-2 level 1 validated cryptographic
NetApp Aggregate Encryption (NAE) module

« AES-256 bit encryption
/ \ » Leverage storage efficiency features
* Onboard and external key management

» Encryption key creation time in volume show
starting in ONTAP® 9.11.1 for NVE and NAE

Pl NetApp © 2024 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL — n NetApp



Easy FPolicy configuration for ransomware defense System Manager

Block common ransomware file types with a simple wizard
Native FPolicy is not configured X

Configure Native FPolicy for storage VMs.

« NetApp® FPolicy is included with every NetApp ONTAP® system
and offers defense against common ransomware attacks

@ Disallowed Extensions

@ The following list contains over 3000 vulnerable file extensions that have been used in past ransomware attacks. Please

verify the extensions before configuring Native FPolicy.

« Known malicious files can be blocked from ONTAP NAS exports

20
b ONTAP System Manager and NetApp BIueXP nOW Oﬁer Slmple polizia,fhkfvfgj,360,zagi,bmo,c8onnde,coffee, problem,nghd VGKF,nightsky,dehd,SURT,loov,timetime,noway,surtr,XD-
. . . 99,dirk,C_L_O_P,miia,Drik,xcmb,sbpg,pyphyfe,health,l41,nnqp,scrypt,C1024,razio,khonsari,hudf,Reads,sghv,shgv,Ubrhnqzn
enablement Of thls feature that bIOCkS a predeflned IISt Of 31OOO+ w,NRCL,Xgxgx,pHv1,wixawm,BlackSun,mljx,unlock,xot5ik,HGSH,chinz,Deeep,Rook,Acuff ELDAOLSA,HORSELIKER,zax,blue.Y

QAL,MOIAXINL,AvGhost,amogus,rigj,robm,chichivaultz, NEEH,accuj,boombye,doyuk2,BlackCocaine™ iisa,dst,utjg,pggs,futm,e M

common ransomware file extensions

Allowed Extensions

BIueXP ~ View all storage VMs

. . v Storage VM
o Block Ransomware File Extensions g g

NAS
Finance

i |
b v View volumes for selected storage VMs

OMNTAP's native FPolicy configuration monitors and blocks file operations

based on a file's extension.

View Denled File Names

Activate FPolicy

Pl NetApp 14 © 2024 NetApp, Inc. Al rights reserved. — NETAPP CONFIDENTIAL —



NetApp FPolicy QU ot evention

 Modes
 Native and/or External

* Native PARTNERS

* Block and Deny list (file extension blocking)
« Allow or Permit list (only allow certain extensions)

 External

CLOUD

VERITNAS
) INSIGHTS
E N\ vAaRrRONIS

5. Security event CLEONDRIS |
6. Service call(s) STEALTHb”S

E TECHNOLOGIES
1. Client request v 2. FPolicy event

* 3 . Brainwave &%
4. Response 3. Server response Proiion GRCQ@
(if required)
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https://partner-connect.netapp.com/us/partner-directory/veritas-technologies-llc
https://partner-connect.netapp.com/us/partner-directory/stealthbits-technologies-inc
https://partner-connect.netapp.com/us/partner-directory/brainwave-grc

Prevent unauthorized actions by compromised admins

Multi-Factor authentication and / or multi-admin verify

« Secure Shell two-factor authentication (SSH 2FA) for
administrative CLI access:

« Administrative user SSH public key combined with username and
password from either local ONTAP password or NIS/LDAP
password.

* NetApp® OnCommand® System Manager and
OnCommand Unified Manager 7.3 can leverage a
third-party identity provider (IdP) for authentication to
the web UI.

* An IdP enables customers to define their own
authentication factors and enables single sign-on (SSO)
for System Manager, Unified Manager, and any other
customer application that uses the IdP.

System

Manager 2 ® Iden.tity
/ CLI = = ", | Provider
|I'I ann
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Multi-admin verification (MAV)

Built-in feature of NetApp ONTAP® (no license required)

Administrator accounts have the ability to run destructive
commands like deleting Snapshot copies

Requires N-number of approvals for all or a set of
commands before allowing the command to take

Snapshot deletion for unlocked Snapshot copies will
require multiple admin approval
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Tamperproof Snapshot copies using
Snapshot copy locking

Rapidly create tamperproof recovery points

« By leveraging NetApp® SnapLock® technology,
NetApp Snapshot™ copies are now protected
from deletion by compromised administrator
credentials or an internal rogue administrator
attack

« Snapshot copies can’t be deleted or changed,
even by NetApp support

« Enables rapid recovery in the event of data
damage by providing an immutable recovery
point on the primary data source

Tamperproof Snapshot copies
protect against
cybersecurity threats

« Protection applies to Snapshot copies on both
the primary and secondary systems

* Volumes or local tiers with tamperproof
Snapshot copies can’t be deleted

Pl NetApp 17 © 2024 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —



NetApp ONTAP Autonomous Ransomware Protection

= [l ONTAP System Manager (retumtocssicversion)

ONTAP Onbox Anti-Ransomware

» Proactively detect and warn about attack

homedir Al Volumes / Edit  $ More

Overview Snapshot Copies SnapMirror (Local or Remote

» Learning Mode 7 days to 30 days. e o — - —
Back Up to Cloud File System ecurity Quota Reports

« Automatically takes NetApp Snapshot™ copy
during ransomware attack.

Anti-ransomware

« Admin can determine if false positive. @D Enaviedinteaming mode Yt S

Started Time: 21 Mar 2022 7:33:PM

b NetApp M L an alytiCS engi ne based On VOI u me learning the workload characteristics of this volume. Several observations will be made and a
file activity, data entropy and File extension s e
types . : ;;\.vitcthg early r:g‘nt Tea:l:ogwfma::,vfealsrzc[:iesjlruinrjc‘:t:.ln:

Switch to active mode

ONTAP Anti-Ransomware
detection and protection with

Snapshots e —————— e
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Al-Powered Ransomware
Protection

Next generation ransomware threat detection

 Industry-leading Al-powered ransomware
detection for enterprise storage

* Next-gen Al/ML models deliver 100%
precision and 99% recall, to detect more
sophisticated and evolving cyber threats

)1l

« Automatically update model parameters
Q% regularly without a required ONTAP update
or system reboot

1~ « Seamless upgrade from current generation
— autonomous ransomware protection

Precision

Recall

TECH PREVIEW AVAILABLE NOW

Results are based on SE Labs Validation Testing.


https://selabs.uk/reports/netapp-ontap-autonomous-ransomware-protection-with-ai/

Data Infrastructure Insights
Workload Security

 NetApp’s observability service provided as a Cloud offering

* Integrated to the unified BlueXP control plane

» Monitor, troubleshoot, optimize, and secure your hybrid cloud infrastructure
« Uses machine learning (ML) to analyze data access patterns

« Adopt trust no one approach. Inspects and analyze all data access activity in real time.
Monitor User Activity & File entropy
Detect Anomalies & Identify potential Attacks
Automated Response Policies
Forensics and User Audit Reporting

M NetApp 20 © 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL



Workload Security - Data Collection

« Data is collected using a lightweight, stateless Data
collector agent installed on a VM in the customer’s
environment

» Collects user data from active directory and LDAP servers

» Collects user file activity from ONTAP, Cloud Volume ONTAP
(CVO) and Amazon FSx for NetApp ONTAP

« Scalability
« Supports multiple data collectors per agent

e Supports multiple agents

n NetApp 21 © 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL

Customer Environment



Workload Security - Alerts Page

M NetApp Cloud Insights

ol  Observability

@ Kubernetes

W Workload Security

Alerts

Forensics

Collectors

Policies

OMNTAP Essentials

{&} Admin

4 Minimize

NetApp PCS Sandbox /

Filter By

[~ S TU R <Y

Workload Security / Alerts

lIIIIIIIII
Q

12. Sep 14, Sep

@ Potential Attacks

Alert 1D

AL_2717

AL_2671

A Warnings (1)

Alert 1D

AL_2705

16. Sep 18.5ep  20.Sep

(2)
Potential Attacks

Ransomware Attack

Data Destruction - File
Deletion

Abnormal Behavior

User Activity Rate

Pl NetApp 22 ©2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL

® Oct 06, 2023

12:00 AM - 11:59 PM

22, Sep 24, Sep

26, Sep

© Potential Attacks AWaming

Detected 1

6 days age
Oct 6, 2023 2:34 PM

6 days age
Oct 6, 2023 7:50 AM

Detected

& days ago
Oct g, 2023 11:24
AM

Status

Mew

7

28. Sep 30, Sep 2. 0ct 4, Oct 8. Oct
User Evidence
& testuserz * 1000 Files Encrypted
& Anais Mcdonnell  =5100 Files Deleted
User Change
|dap:mdd.local:s-1-5-21- ™ 385.95%

1836153949-2913812490-

B886981165-1328

8. Oct 10. Oct 12. Oct

Action Taken

Access Blocked on 6 SVMs
Snapshots Taken

Access Blocked on 4 SVMs
Snapshots Taken

Action Taken

MNone



Workload Security - Alerts Details

M NetApp Cloud Insights

ofl Observability *
) Kubernetes L4
W Workload Security -

Alerts

Forensics

Collectors

Policies
= ONTAP Essentials »
{3} Admin >

MNetApp PCS Sandbox [/ Workload Security [ Potential Attack Detail / Ransomware Attack

POTENTIAL ATTACK: AL_2717
Ransomware Attack

Total Attack Results

1 2232 1025

Affected Volumes Deleted Files Encrypted Files

1025 Files have been copied, deleted, and potentially
encrypted by 1 user account.

The extension "cryp” was added to each file.

This is potentially a sign of Ransomware Attack.

Ml NetApp 23 © 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL

® Oct 06, 2023

134 PM - 4:34 PM
Detected Action Taken Status
gd_ﬂ'_u's ago o A\ Access Blocked on 6 SVMs @ New | g2
ct 6, 2023 2:34 PM Snapshots Taken
Last snapshots taken by How To:
Block User aute respense policy Restore Entities
Oct 6, 2023 2:35 PM
Re-Take Snapshots
Encrypted Files
Activity per minute
o
2k
1k
14:00 14:30 15:00 15:30 16:00 16:30



Workload Security Alerts - User Details

|
testuser? User/IP Access @ 1025 Detected
Unblocked ~ B &days age
cncrypted ries Oct , - [=1F]
Username Top Activity Types View Activity Detail

vity per minute

Last acceszed from: 172.21.27.13

Domain

fpsademo.net

@ Delete @ Create @ Others

14:00 1430 15:00 15:30 16:00 16:30
Access Limitation History for This User (2)
Time Action Duration Action Taken by Response Blocked IPs on NFS
Qct 7, 2023 2:35 AM Unblock system Blocking Expired 172.21.27.13
Oct 6, 2023 2:35 PM Block 1zh Automatic 172.21.27.13
more detail
Affected Devices/Volumes
Device T Volume Encrypted Files Associated Snapshot Taken
CI_SvM fpsa_csdemo_vol_1 1,025 QOct 6, 2023 2:35 PM cloudsecure_attack_auto_  Automatic Take Snapshot
1696617315866

Pl NetApp 24 © 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL



User Activity Details

® Oct Uﬁ, 2023

- >

Filter By = Username = “testuser2” X Noise Reduction = Off X
Entities All Activity
Activity History
Activity per minute
@ Delete @ Create @ Others
10
sk
2.5k
, LA “
13:45 14:00 14:15 14:30 14:45 15:00 15:15 15:30 15:45 16:00 16:15
Activity Types Activity on Entity Types
copy
sSwp
All Activity Last updated 10/12/2023 2:41:49 PM &) (&
Time L User Domain Source IP Activity Path Entity Type Device Protocol
6 days ago testuser2 172.21.27.13 Delete fpsa_csdemo_y arc Cl_svM MFS
Oct 6, 2023 2:33 PM
6 days ago testuserz 172.21.27.13 Write cryp Cl_svM MFS

Oct 6. 2023 2:33 PM

Pl NetApp 25 © 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL




Workload Security - Attack and Warning Policies

Il NetApp cloud Insights Add Attack Policy

Kubernetes

" Workload Security

Alerts

Forensics

Collectors

Policies

ONTAP Essentials

{é} Admin

4 Minimize

M NetApp 26 © 2024 NetApp, Inc.

Policy Name®

For Attack Type(s)

D Ransomware Attack
[ ] Data Destruction - File Deletion

On Device

All Devices
= Another Device

Actions
Take Snapshot @

» D Block User File Access 9

Time Period

4

X

Add Warning Policy

Policy Name™

For User Activity Rate
Currently Storage Workload Security discovers and tracks possible Activity Rates.

On Device

All Devices hd

=+ Another Device

Actions
B3 Take Snapshot 7]

Cancel

Cancel m

All rights reserved. NETAPP CONFIDENTIAL



NetApp BlueXP ransomware protection

The Al-based intelligence and assistance needed to minimize workload data loss and bounce back

quickly

IDENTIFY: Automatically identifies workloads (VMs, file shares,
DBs) and their data in your NetApp storage, maps data to
workload, determines workload importance, and analyzes
workload risk.

PROTECT: Shows you what to protect. Recommends workload
protection policies and applies them with one-click.

DETECT: Detects potential attacks on your workload data in near
real-time using industry leading Al/ML.

RESPOND: Automatically responds in near-real time by taking
immutable and indelible Snapshot copies when a potential attack
IS suspected. Integrates with popular SIEMs.

RECOVER: Rapidly restores workloads, with application
consistency, through simplified orchestrated recovery.

GOVERN: Implements your ransomware protection strategy and
policies, and monitors outcomes.



Dashboard - Posture assessment and recommendations

N NetApp BlueXP

Demo

Account Workspace

Connector

- Ransomware protection

Workload *

Dashboard Protection

protection posture °
assessment
summary *

Workload data protection

E16

At risk
4 (Last 7 days)

View all

7

Protected
1 (Last 7 days)

View all

1 BluexP Search

Alerts Recovery

Demo_SIM

Reports

JosephAbouk...

o I W - S - Y -

‘ Free trial (90 days left) - view details

(> Last updated: March 20, 2024, 11:02 AM

|v‘@

Alerts and workload data recovery

(o I3

6

O

T

Recommendations
to improve
protection posture

Recommended actions

38 %

Completed

1/ 29

Complete | total

To do (18) Dismissed (0)

Prepare Amazon Web Services 53 or StorageG...

Protect critical workload fileshare_uswest...

Protect critical workload fileshare_useast...

Protect critical workload MySQL_7306

Protect critical workload MySQL_536

Alerts Restore needed Restore in progress
View all View all View all
o . N
(52 46¢ce (918
\=/ Nl
/' Workload data

Review and fix '

Review and fix ~

Review and fix ~

Review and fix ~

Review and fix v

M NetApp 28 © 2024 NetApp, Inc. All rights reserved.

NETAPP CONFIDENTIAL

New (Last 7 days)

10 o

46 i
]

Total

Protected

W Atrisk

~—"  Workload backups

® o

Failed (Last 7 days)

Backup data 36 s
C———
B Before last 7 days

8 Newin last 7 days

Potential attack
alerts and activities




Protection tab - Workload protection and configuration

Ml NetApp BlueXP Demo

Intelligently identify
workloads and
assign importance

Account

lueXP Search )
BlueXP Search J Demo_SIM

Workspace ™
JosephAbouk...

14 cie

Data protected

Snapshot and back... =

Connector

e | 8 B @ ©

| Free trial (90 days left) - view details

Q

|«

Backup destination %

M NetApp

29

- Ransomware protection Dashboard Protection Alerts Recovery Reports

v

Y 1 6 3208 7

At risk Data at risk Protected

o 4 (Last 7 days) 1 (Last 7 days)

®

" Workloads (23)
Workload g Type = Connector %+ | Importance T | Protection status | Detection status % Detection policy +
Vm_datastore_useast_.. VM file share  aws-connector-us-east-.. Critical ) Protected Active rps-policy-all

) Protected Learning rps-policy-all

Oracle_8821 Oracle aws-connector-us-east-..  Critical ) Protected Active rps-policy-all
Oracle_2116 Oracle aws-connector-us-east- Critical () Atrisk None None
Mysql_9294 MySQL aws-connector-us-east-... Critical @ Protected Active rps-policy-primary
Mysql_8009 MysSQL aws-connector-us-east-..  Critical ) Atrisk None None
Fileshare_uswest_02_.. File share aws-connector-us-west- Critical @ Protected Learning rps-policy-all
Oracle_9819 Oracle aws-connector-us-east-..  Important ) Protected Learning mode rps-policy-all
Vm_datastore_203_267... VM datastore  onprem-connector-acco... Important ) Atrisk None None
Vm_datastore_uswest_...  VMfileshare  aws-connector-us-west-..  Standard ) Atrisk None Nene
Vm_datastore_uswest_... WM file share aws-connector-us-west-... Standard @ Atrisk None None

BlueXP ransomware prot...

BluexP e prot...

netapp-backup-vsajgd1

BlueXP ransomware prot...

SnapCenter

BlueXP backup and reco...

BlueXP backup and reco...

BlueXP ransomware prot..

SnapCenter

SnapCenter for VMware

None

None

netapp-backup-vsajgd1

netapp-backup-vsajgd1

netapp-backup-vsajgd3

netapp-backup-vsajgd1

netapp-backup-vsajgd?

netapp-backup-vsajgd2

netapp-backup-vsajgd1

netapp-backup-vsajgd2

netapp-backup-vsajgd1

S
Edit protection )
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Manage protection strategies

Edit protection

g D
\_Dlut?:lj
s \

tect )
{ Protect )
Edit protectio
'd )
‘\VUIULELlJ
ororeet )
_Protect )
' I
\ Protect )
(_Protect )

Discover existing
protection posture

Improve protection
posture




Alerts - View potential attacks

Account - Workspace

Connector

NI NetApp BlueXP  Demo ([ Q Bluexpsearch | ‘ i

Demo_SIM JosephAbouk...

& Ransomware protection Dashboard Protection Alerts Recovery Reports ‘ Free trial (20 days left) - view details | ¥ ‘ ®
[+]
v Automated responses
(0] 6 126is 9
[ Alerts Impacted data @
Snapshot copies
Alert details o
including number “
B ) Alerts (6) (SR
of incidents,
. AlertiD £ | Workload = Location + | Type % | status 3 | Connector = Incidents 3 | Impacteddata 3 | First detected %
impacted data, and
i f Alert9314  Fileshare_uswest 02_..  svm_cvoawswest0lrpsdemosandbox02aws  File share Active aws-connector-us-west-1-account-LXtitdXh-e 1 268 8 days ago
Alert8727  Oracle_8821 10.0.1193 Oracle Active aws-connector-us-sast-1-account-LXH4Xh-10.. 2 268 8 days ago I
Alert9823  Oracle_9819 10.0.1193 Oracle Active aws-connector-us-east-1-account-LXtftaXh-10.. 1 268 8 days ago
Alert3932  Mysql_9294 10.0110 MySQL Active aws-connector-us-sast-1-account-LXtAXh-10.. 2 268 8 days ago
Alert7918  Vm_datastore_202_735...  10.195.52.126 VM datastore  Active anprem-connectar-account-LXtf4Xh 1 268 8 days ago
Alert5319  Vm_datastore_uswest_...  10.0.1215 VM datastore  Active aws-connector-us-west-1-account-LXtftdXh-e.. 1 268 & days ago

n NetApp 30 © 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL



Recovery - View status and restore

Account @ Workspace Connector ™
luex
FINetApp  Bluexp  pemo S E T Demo_SIM JosephAbouk... | 0OCCMsaasDe... | A 3 0 0
- . Ransomware protection Dashboard Protection Alerts Recovery Reports | Free trial (90 days left) - view details 'y | ®
©
v 4 8B oy O O MiB 1 26i8
Restore needed Data In progress Data Restored Data

(]
@
< ordoscs & o Restore workloads

Workload % | Location % Type 2 Connector 3 Managed by 5 Recovery status = Progress = | Importance % Total data = Action 8 y p

. . . (oo order: Priority,

Mysql_9294 10.01.10 MySQL aws-connector-us-east-1-..  BlueXP backup and recove.. 1) Restore needed nfa Critical 26GiB (_Restare )

QOracle_9819 10.0.1.10 Oracle aws-connector-us-east-1-... SnapCenter “1)  Restore needed nfa Critical 2Gie ‘\LRPS'GFH ) e

Oracle_8821 10.01.193 Oracle aws-connector-us-east-1-..  BlueXP ransomware prote... “1)  Restore needed nja Critical 2GiB ( Restare )

Vm_datastore_202_735...  10.195.52.126  VMdalastore  onprem-connector-accou... SnapCenter for VMware “1) Restore needed nfa Standard 2GiB \ Heswﬁj

Vm_datastore_uswest_.. 10.0.1.215 VM datastore  aws-connector-us-west-1..  None (%) Restored 100% Critical 2GiB
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SIEM integration

Streamlines threat detection and analysis across an organization’s tools

* Sends Iogs from Bluexp to BlueXP Ransomware Protection 1 Actions+  Edit >
S I E M Global Time Range

Last 4 hours -

Severity Incident status Impacted Line of Business Suspected users Total number of events

« Shows incidents detected by e
SIEM (coming soon) B I Y k 6

EW 50 - seri437 36 GETY .
° AUtomated reSponse and alerts Detected Incidents source 3 _time % incident.alert_id 3 incident.incident_id % incident.incident_stat...

DISMISSED, 16,6672

on SIEM-detected incidents sl BlueXP Ransomware 2024-09- alert2223 inc1990 NEW - 4
(coming soon) h Potential ensomwere 21 Protection 09T22:16:27.000+00:00

insight_gep_workload_1_2.

A Potential ransomware attack HIGH BlueXP Ransomware 2024-09- alert321 inc8810 RESOLVED 2024-08-31T00:16:01 null
detected on workload Protection 09722:16:26.000+00:00

! u n } C O | I insight_azure_workload_2_2822
A Potential ransomware attack BlueXP Ransomware 2024-09- alert2311 nc8880 NEW 2024-08-29T00:16:01 user-1432
detected on workload Protection 08T22:16:25.000+00:00

insight_azure_workload_1_2222

A Potential ransomware attack BlueXP Ransomware 2024-09- alert9872 nc2901 NEW 2024-09-05T00:18:05 user-5012
detected on workload Protection 09722:16:24.000+00:00
AWS insight_aws_workload_3_3644
ﬁ Security Hub A Potential ransomware attack HIGH BlueXP Ransomware 2024-09- alert3 nc1891 RESOLVED 2024-09-03T00:18:05 null
detected on workload Protection 09T22:16:23.000+00:00

insight_aws_workload_2_331

A Potential ransomware attack BlueXP Ransomware 2024-09- alert2113 nc1880 DISMISSED 2024-08-30T00:16:01 user-2044
detected on workload Protection 09T22:16:23.000+00:00
insight_aws_workload_1_2121

f.\ Microsoft

Sentinel
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NetApp cyber vaulting

Unified data storage with built-in layered ransomware protection

No silos. A purpose-built architecture for a logically
air-gapped cyber vaulting, built-in to NetApp ONTAP.

 Immutable, indelible snapshots locked on the cyber vault,
with strict access controls on a hardened configuration

« Same API and orchestration suite support as all NetApp
ONTAP systems

« Leverage the lowest cost storage possible, with capacity
flash and hybrid flash options

NETAPP CYBER VAULTING SOLUTION
LAST LINE OF DEFENSE

M NetApp 33 © 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL



Cyber vaulting with NetApp ONTAP reference architecture benefits

Logical air gap: Isolated data plane without silos
A data pull operation copies from Primary to cyber vault

Cluster 1 Cluster 2

With SnapLock Compliance and protocols disabled:

» Attackers cannot reach the cyber vault from the primary storage
* No pierce through from the source possible '13‘2

» Copies in vault cannot be read, modified or
deleted by anyone (including NetApp)
Source Volume SnapMirror policy

Destination volume

Q

] . T

BB On both primary and cyber vault
AL - Multi-Admin Verify | I I I‘F‘%”%
Primary - Multi-Factor Authentication il |
10 aeded

etApp

Between primary and secondary il ’
* Isolate management networks
« Different credentials
» Separate administrators
» Dedicated replication network

Logical air-gap
cyber vault
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I NetApp
Ransomware Recovery Guarantee

NetApp can help. And now we guarantee it.

NetApp will warrant snapshot data
recovery in the event of a ransomware
attack

If you can’t recover your data copies
with help from NetApp assistance,
NetApp will offer compensation*.

*Guarantee includes both technology purcl I

and PS engagement. Terms and conditions apply.

The NetApp Ransomware
Recovery Guarantee

FOR ENTERPRISE
PRIMARY STORAGE

© 20./etApp, Inc. All rights reserved. NETAPP CONFIDENTIAL



Ransomware Recovery Guarantee

Program Details

SERVICE REQUIREMENTS GUARANTEE COVERAGE
« Ransomware Professional « Based on tiered capacity
Services engagement deployed at the beginning of
the term.

» ActivelQ remote monitoring

(ASUP) enabled * Maximum payouts up to

$5 million

Ml NetApp 36 © 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL

PROGRAM AVAILABILITY

Storage purchased currently or
within the past six months

Guarantee period starts upon
successful completion of
services or up to 15 months
after product ship date

Multi-year terms & extensions
are available



Where to go more information

Security hardening & Ontap features

https://labondemand.netapp.com/lab/securing-ontap-zero-trust

n Securing ONTAP with Zero T x

Securing ONTAP with Zero 1 x +

DATASHEET

Security features

Security features in ONTAP M NetApp

explained

https://www.netapp.com/pdf.html?item=/media/8128-ds-3846.pdf

2; labondemand.netapp.com/sites/default/filesflabguides/1031/htmifindex.htmi

Download PDF

1 Introduction

2 Lab Activities

2.1 Segmentation
and Granular
Control

2.1.1 Segment
Your Network
with SVMs and
IPspaces

2.1.2 Restrict
Storage Access
with Export
Policies and SMB
ACLs

2.2 Controlling
Administration
with Roles and
Multi-Admin
Approval

991 Ceastn s

M NetApp: Securing ONTAP with Zero Trust Principles a...

1 Introduction

Data is a critically important asset to your organization. If the wrong piece of data leaks oris
lost it can be disastrous. Insider threats are the cause of 33% of data breaches, which is up
17% from just a couple of years ago according to the 2020 Verizon Data Breach Investigations
Report. Even well-meaning users or agents can have their access compromised by an
external threat. In the recent SolarWinds hack, a hacking group inserted source code into the
SolarWinds software that then went on, through a software update sent out to SolarWinds
customers, to infect 18,000 different organizations including several government agencies.

Compounding this problem is the approach to security that has dominated the IT landscape
for decades - a single barrier around the perimeter of your network paired with relaxed
security standards inside that perimeter. Once you are inside, you are trusted. When users
are trusted in this way, and have more access than they need, it leaves you and your
organization vulnerable to attack. For example, Edward Snowden leaked classified data, but
he did not need to have access to that data to perform his job. The concept of a secure outer-
perimeter is incapable of protecting against an insider threat. Insiders, by definition, are
already inside the secure perimeter.

The solution to this problem is to not implicitly trust users inside your network. Broadly, this
is called Zero Trust, and this can be achieved by deploying industry-leading Zero Trust
controls around your data with NetApp ONTAP data management software.

The Zero Trust model was first developed by John Kindervag at Forrester Research. There
are a number of published encapsulations of the Zero Trust paradigm, but in this lab you will
work with the Forrester Research concepts and terminology around Zero Trust. This model
envisions network security from the inside-out rather than from the outside-in. The inside-

LD00720
LabVer. 1.1.0
April 2023

N Securing ONTAP with Zero Tr X Securing ONTAP with Zero Tr X N ONTAP security hardening o

HandS‘on |abS fOf &~ > [e] 2% docs.netapp.com/us-en/ontap/ontap-security-hardening/security-hardening-... ¥
customers

Docs

M NetApp |

@ English ~

ONTAP security hardening overview

o suaesthanges m

ONTAP provides a set of controls that allow you to harden the ONTAP storage operating system, the industry's

07/24/2024 | contributors @)

leading data management software. Use the guidance and configuration settings for ONTAP to help your

organization meet prescribed security objectives for information system confidentiality, integrity, and availability.

The evolution of the current threat landscape presents an organization with unique challenges for protecting its most valuable
assets: data and information. The advanced and dynamic threats and vulnerabilities we face are ever increasing in sophistication.
Coupled with an increase in the effectiveness of obfuscation and reconnaissance techniques on the part of potential intruders,
system managers must address the security of data and information proactively.

®

Beginning in July 2024, content from technical reports previously published as PDFs has been integrated with
ONTAP product documentation. The ONTAP security documentation now includes content from TR-4569: Sec,
hardening guide for ONTAP.

© 2024 NetApp, Inc.
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Complete hardenin , ; .
P g https://docs.netapp.com/us-en/ontap/ontap-security-hardening/security-

hardening-overview.html

guide for Ontap



https://labondemand.netapp.com/lab/securing-ontap-zero-trust
https://www.netapp.com/pdf.html?item=/media/8128-ds-3846.pdf
https://docs.netapp.com/us-en/ontap/ontap-security-hardening/security-hardening-overview.html
https://docs.netapp.com/us-en/ontap/ontap-security-hardening/security-hardening-overview.html

ANY QUESTIONS ?

Learn more at:
https://www.netapp.com/cyber-
M NetApp resilience/ransomware-protection/



THANKYOU

F NetAp



	Slide 1
	Slide 2: Across several eras in the age of data,  NetApp has led in data infrastructure innovation
	Slide 3
	Slide 4
	Slide 5: 72%
	Slide 6: Ransomware costs businesses millions annually
	Slide 7: Zero trust NetApp helps you design your protection and security solutions from the inside out. Verify, never trust. 
	Slide 8
	Slide 9
	Slide 10: The only enterprise storage  validated for top-secret data 
	Slide 11: Built-In Ransomware Protection
	Slide 12: Full-spectrum data protection built into ONTAP
	Slide 13: Software Encryption with All Storage Efficiencies
	Slide 14: Easy FPolicy configuration for ransomware defense
	Slide 15: NetApp FPolicy
	Slide 16: Prevent unauthorized actions by compromised admins
	Slide 17: Tamperproof Snapshot copies using  Snapshot copy locking
	Slide 18: NetApp ONTAP Autonomous Ransomware Protection
	Slide 19
	Slide 20: Data Infrastructure Insights
	Slide 21: Workload Security - Data Collection
	Slide 22: Workload Security – Alerts Page
	Slide 23: Workload Security – Alerts Details
	Slide 24: Workload Security Alerts - User Details
	Slide 25: Workload Security Alerts – User Activity Details
	Slide 26: Workload Security - Attack and Warning Policies
	Slide 27: NetApp BlueXP ransomware protection 
	Slide 28: Dashboard – Posture assessment and recommendations
	Slide 29: Protection tab – Workload protection and configuration
	Slide 30: Alerts – View potential attacks
	Slide 31: Recovery – View status and restore
	Slide 32: SIEM integration
	Slide 33: NetApp cyber vaulting
	Slide 34: Cyber vaulting with NetApp ONTAP reference architecture benefits
	Slide 35: Ransomware Recovery Guarantee
	Slide 36: Ransomware Recovery Guarantee
	Slide 37: Where to go more information
	Slide 38: Any Questions ?
	Slide 39

